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Artificial Intelligence (AI) Policy
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Intent:
The purpose of this policy is to support the judicious use of Artificial Intelligence (AI) within Mercy Hospital to improve patient outcomes and operational efficiency.

This policy establishes clear expectations and governance for the use of AI by outlining approved tools, approval pathways, guidance for ethical and appropriate use, and compliance.

Policy Applies to:
This policy applies to all staff employed by Mercy Hospital. Compliance with this policy for contractors, credentialed specialists and visitors engaged to work with, or who have access to Mercy Hospital information systems and data networks will be facilitated by Mercy Hospital staff.

Cultural Considerations:
Mercy Hospital recognises the importance of collecting, confirming, classifying, recording, storing and outputting data in a culturally appropriate manner consistent with Māori Data Sovereignty. While grounded in the protection of Māori interests, these principles are applied by Mercy Hospital to the stewardship of all data to ensure fairness, accountability, and cultural integrity.

The training data used by Generative AI is likely to have been developed with underlying biases that under or mispresent minority populations. Mercy Hospital recognises that extra care must be taken when using these solutions to avoid perpetuating these inequities. 

Rationale / Purpose:
Mercy Hospital acknowledges that successful AI adoption requires:
· comprehensive staff education and training
· standardised platforms 
· strong governance and oversight
· strict data privacy protections
· contractual safeguards for third-party vendors
· alignment with ethical oversight structures, including consultation with the Ethics Committee where appropriate

Definitions:
· Artificial Intelligence (AI) means technology that enables computers and machines to simulate human intelligence.
· Generative AI (GenAI) means a type of artificial intelligence to produce various types of content, including text, imagery, audio and videos. Creates new content based on patterns / data that it has learned from training data.
· Large Language Models (LLMs) means a type of Generative AI that have been specifically designed to help generate text-based content.
· Confidential Information - any sensitive data including but not limited to financial information, intellectual property and personal data.

Objectives:
· Provide clear guidance on acceptable use of AI within Mercy Hospital
· Enable Mercy Hospital to leverage leading technologies by clarifying review and approval processes for new uses and technologies
· Promote transparency and trust with patients and staff on how their data is used
· Mitigate risks of AI 
· Ensure alignment with clinical, operational, and business strategies

Implementation:
AI Usage
AI is intended to augment, not replace, human expertise and experience. All users must:
· Use AI tools in a professional, ethical, and transparent manner
· Review and verify all outputs for accuracy
· Adhere to all aspects of this policy and other policies referenced in the associated documents
· Obtain legal informed consent before using any private or patient data with AI tools
· Clearly disclose when content (e.g., patient letters, reports) is AI-generated
· Avoid using AI for high-risk decisions without oversight and approval
· Healthcare professionals remain responsible for all data processed by AI and for any actions taken or not taken because of its use
· Assume ownership of any errors if they occur because of their AI usage
· Confidential Information must not be input into AI technologies unless explicitly permitted

Any external-facing data or content, including but not limited to emails, documentation, and source code, must undergo mandatory peer review by a senior team member.

It is strictly prohibited to use AI tools with patient information, or other non-anonymised private data to prevent potential data breaches and ensure compliance with privacy laws and regulations, unless the customer and/or data owner has provided written consent to do so.

AI Ethical Use
Before implementing AI solutions, employees must conduct a thorough assessment of ethical implications and alternatives. This assessment should consider: 
· Cultural impact:
· Whether the outputs could have adverse impacts on minority or underrepresented populations
· If the use aligns with Māori Data Sovereignty and Te Mana Raraunga principles
· Solution appropriateness: 
· Whether traditional non-AI methods could achieve more accurate or reliable outcomes
· If AI provides meaningful advantages over conventional approaches
· Risk assessment: 
· Potential impacts on human safety and wellbeing
· Medical or health-related implications
· Operational stability and system integrity
· Financial exposure for Mercy Hospital, patients, staff and related entities
· Decision-making processes affecting individual welfare
· Professional judgment: 
· Technical teams must exercise and document their professional judgment when evaluating AI implementation
· Consultation with relevant stakeholders and subject matter experts is required 
· Regular review of AI solutions to ensure continued ethical alignment

Implementation of AI solutions in high-risk domains, including but not limited to healthcare, safety systems, or critical decision-making systems, requires additional oversight and approval from executive leadership.

Approved AI Technology
Only approved and licensed AI technology may be installed or utilised.

The following AI technologies are authorised for use, please refer to usage scenarios for more clarification:
· Microsoft 365 Copilot (This is different to Copilot, Microsoft’s free version with Windows. All Mercy employees have a license for Microsoft 365 Copilot)
· Heidi AI Scribes – Enterprise version
This list will be reviewed and updated periodically as new technologies are approved.

Official integrations with these authorised AI technologies are permitted when:
· The integration is published by the AI provider or a trusted vendor.
· The integration maintains the same security and authentication standards as the approved products themselves.
· The integration has undergone the same approval process defined below.

Examples of permitted integrations include:
· Supported desktop applications as approved by IT
· Verified integrated development environment (IDE) plugins
· Browser extensions from the AI provider

Unauthorised AI technologies must not be used, including but not limited to:
· Free or trial-tier versions of any AI service, except when explicitly approved through the defined approval process outlined below
· Any AI technology not listed above
· Third-party integrations without security review

Approval Process
To enable safe innovation, staff may request approval to trial new AI tools if no authorised AI technology is fit for purpose. New AI technologies can be investigated with the help of Mercy Hospital’s IT team. Trials must use non-sensitive data and undergo IT security and privacy review 

New products and AI technologies must be approved by Mercy Hospital’s IT team following assessment and a cyber security review

Evaluation:
Compliance Measurement
Mercy Hospital’s IT team may verify compliance to this policy through various methods, including but not limited to, business tool reports, internal and external audits, and feedback to the policy owner.

Exceptions
Any exception to the policy must be approved and recorded by Mercy Hospital’s IT Team in advance and reported to the Board.

Non-Compliance
Any incidents in breach of this policy will be regarded as serious misconduct and upon investigation may lead:
· Suspension of access to AI tools
· Investigation under Mercy’s disciplinary procedures
· Referral to regulators or legal authorities, if required
Reporting of any issues or incidents should be directed to Mercy’s IT Team immediately through the Mercy Hospital incident reporting system to ensure compliance with privacy legislation.
General
Mercy Hospital reserves the right to amend or revise all clauses within this policy from time to time as part of the continual improvement process.

Associated Legislation
· Privacy Act 2020
· Health Information Privacy Code 2020 
· HISO Ethnicity Data Protocols (10001:2017)
· HISO Iwi Statistical Standards (10068:2017)

Associated Documents / Appendices 
· Clinical Records Management Policy
· Consent Policy
· Cultural Policy
· ICT Governance Policy
· Information Management Policy
· Privacy and Release of Information Policy
· Production Evaluation Policy
· Risk Management Policy
· Security Policy
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